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Today Electronic Banking has become a popular business in the world. Like all other economic
sectors, this new business is not totally immune from threats such as fraud and abuse. With online
exchange growing, type and the number of these frauds are increasing. Computer system Intrusion
and hacking is one of the ways that fraudulent and swindlers apply in their fraudulent activities. The
main objective of this study is to propose a hybrid model based on clustering and classification in
order to predict network intrusions with a high accuracy. A case study has been applied using KDD
Cup 99 data. The advantage of this dataset is various class labels which differ in the number of
records. Modeling has been applied on 10% of the records. Principle Component Analysis used for
dimension reduction of data, and then the dataset clustered into 14 clusters by k-means algorithm
and optimized cluster number selected by Silhouette index. Then 7 different classification algorithms
including 3 base classifiers (Logistic regression, Decision Tree and Neural networks) and 2 ensem-
ble methods including Bagging and Boosting applied to every cluster. Results show that the overall
performance of boosted Neural Network has better prediction accuracy among other classifiers in
all 5 classes. Moreover by comparing the modeling results with other studies it can be concluded
that the proposed model in overall accuracy and also predicting 3 classes of attacks namely Dos,
U2R and R2l has a better performance and higher accuracy.

Keywords: Fraud Detection, Hybrid Models, Electronic Banking, Ensemble Methods, Clustering.

1. INTRODUCTION

total value of transactions.> On the other hand examining

Development of Information Technology along with
tremendous growth in computing power has created a new
area and E-Banking is one of its outcomes. These new
types of businesses like other traditional ones face with
risks and threats such as theft and fraud. In some cases like
E-Banking these threats are highly sensitive and require
more considerations.

Fraudulent activities in financial institutions and Banks
cause heavy and irrecoverable losses to the organizations
since financial analysts and investors rely on documents
and financial statements in their decision making.'

Network Intrusion Detection is one of the most critical
frauds in E-Banking systems.> Due to online transactions
in financial institutions and banks, it is essential to use
fraud detection systems to detect fraudulent and destruc-
tive activities with sufficient efficiency and accuracy.

An investigation has shown that review of only 2% of
transactions lead to decrease in fraud losses to 1% of the

*Author to whom correspondence should be addressed.

J. Comput. Intell. Electron. Syst. 2014, Vol. 3, No. 1

2326-3008/2014/3/001/006

30% of transactions can result in reducing fraud losses
to %0.06.> According to statistics for General and online
Fraud the cost of not using anti-fraud softwares has been
estimated about $60 Billion in 2005.* Fraud detection has
been also 1% of the total businesses income which has 1%
increase in comparison to 2010.° So it’s clear that using
an anti-fraud solution for online banking will preserve a
great amount of financial resources. These systems must
have the ability to identify and predict fraudulent activities
very quickly and accurately.

Moreover increasing in online data volume,”’ variable
types and amounts,® financial fraud diversity and data stor-
ing velocity’ have led to further researches on knowledge
discovery from databases and fraud detection.

To tackle these problems, this study proposes a hybrid
model combining supervised and unsupervised leaning
methods in order to build a model which can predict fraud
activities in E-Banking. The rest of this paper is organized
as follows:

In Section 2, some definitions used in the paper are for-
malized. Section 3 presents the clustering-based intrusion
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detecting method. In Section 4, we discuss factors influ-
encing detection results and some methods of selecting
parameters. Experimental results are given in Section 5.
Finally, Section 6 concludes the paper.

2. RELATED WORKS

The research reports on fraud detection, despite their sim-
ilarity, are less than those on intrusion detection. Usually
due to the security concerns, fraud datasets are not acces-
sible to public.? So in this section an attempt has been
made to review the researches which published in the field
of fraud detection and intrusion detection.

Ngai et al.” in 2011 have surveyed application of data
mining in financial fraud detection. They simply catego-
rized data mining techniques which have been used for
fraud detection as: classification, regression, clustering,
prediction, outlier detection. They also refer to regression,
artificial neural networks, decision trees, and Bayesian net-
works as the most used algorithms.

Some studies employed association rules mining for
fraud detection'®!!" and the others simply just used clas-
sification methods. Padmaja'? used naive bayes, K-nearest
neighbor, radial base function, and C4.5 decision tree,
Bhattacharyya'® used logistic regression, support vec-
tor machine, and random forest for fraud detection.
Panigrahi'* proposed a model consists of four components,
namely:

(1) rule-based filtering,

(2) Dempster—Shafer adder,

(3) transaction history database and

(4) Bayesian learner and achieved true positive rate
of 98%.

Also for intrusion detection models, Altwaijry'> applied
Bayesian methods, Naidu'® conducted a comparative
report using C5 decision tree, Riper rule and support vector
machines and Limkar in 2012!7 proposed a hidden Markov
model.

There are also some researches for fraud and intru-
sion detection used unsupervised learning methods.
Olszewski,'® Quah,* and Zaslavsky'® used self-organizing
maps, Liang” applied hierarchical clustering, Jiang?'
developed a new clustering algorithm, and Lei® pro-
posed two new clustering algorithms: (1) improved com-
petitive learning network (ICLN) and (2) supervised
improved competitive learning network (SICLN), Dokas®?
compared abilities of four clustering methods includ-
ing Mahalanobis-distance based outlier detection, near-
est neighbor approach, Density Based Local Outliers,
and Unsupervised Support Vector Machines for fraud and
intrusion detection.

Some of the published papers used combination of clus-
tering and classification methods to detect fraud or intru-
sion. Unsupervised property of these methods helps to

2
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uncover new trends and patterns which were unknown pre-
viously, they also help to provide summarized and higher-
quality training data.

Xiang in 2008% combined Bayesian clustering with
decision tree, Wang** used fuzzy clustering along with
artificial neural networks which applied on all clus-
ter members separately. Horng? and Khan?® proposed
a two-step model using hierarchical clustering and sup-
port vector machine. Ganapathy?’ mixed fuzzy cluster-
ing with immune genetic algorithm for intrusion detection
modeling.

A few articles mentioned the imbalanced data prob-
lem in fraud and intrusion detection datasets. Padmaja in
2007'? employed sampling techniques such as under sam-
pling and SMOTE to cope with imbalanced data. Others
used ensemble methods like random forests,'® cost sensi-
tive decision tree,”® and a proposed algorithm named Con-
trast Miner® to deal with this problem.

3. FRAMEWORK

Through a comprehensive literature review which is pre-
sented in this paper it can be concluded that there are less
researches applied ensemble methods in E-Banking fraud
detection. On the other hand clustering techniques along
with classification methods which can increase the pre-
diction model accuracy are discussed less in researches.
The main objective of this paper is to propose a two steps
model. In the first step k-means algorithm has been used
in order to cluster data into k clusters. Then different base
classification algorithms such as Logistic regression, deci-
sion tree, Artificial neural networks (ANN) and ensemble
methods like Bagging and Boosting has been applied on
records in every cluster. The process model of this study
is demonstrated in Figure 1.

Cl : Adjusting Business under
4 .
Ay cluster number standing
Kmeans clustering
Calculating v
Silhouette
¢ Data collection
Classification
Bagging and Logistic regression,
boosting decision tree, ANN A 4
Data
¢ understanding
Modele
valuation
+ A 4
TEmREE e || Dimensionality
v reduction (PCA)

Fig. 1. Proposed model’s framework.
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3.1. Ensemble Learning

Most of intrusion and fraud detection datasets are suffer-
ing from class imbalance problem.** While the number
of examples that represent one class is much lower than
the ones in other classes, neither of base classifiers can
solve the class imbalance problem and consequently can-
not reach high prediction accuracy. So Ensemble methods
can be applied in order to increase the accuracy of these
models.*® Two most used ensemble algorithms already
used in this paper are Bagging and Boosting.

Bagging: Bootstrap aggregating abbreviated as bagging
is based on voting. It trains different classifiers with boot-
strapped replicas of the original training data-set in order
to reach the diversity needed.’® Bagging is more compat-
ible with algorithms which are highly depended on the
datasets. (ANN and Decision Tree are examples of these
algorithms while KNN is not).

Boosting: due to the training error of base classifiers,
this learning algorithm uses different weighted training
data in each iteration.® Boosting attempts to generate
weak learners (while weak learner is slightly better than
random guessing) and turn them into a strong learner with
a higher accuracy in the sense of probably approximately
correct (PAC) learning framework.

4. EXPERIMENTAL DETAILS

To evaluate the performance of the proposed model a

series of experiments on KDD CUP 1999 dataset were

conducted. In these experiments, we implemented and

evaluated the proposed methods in IBM modeler on a Win-

dows PC with Dual-Core 1.83 GHz CPU and 2 GB RAM.
KDD CUP 1999 dataset is a version of the original 1998

DARPA intrusion detection evaluation program that is pre-

pared and managed by the MIT Lincoln Laboratory. The

dataset contains about five million connection records and

a set of 41 features derived from each connection which

specifies the status of connection records as either normal

or 4 specific attack type namely

(1) Denial of Service (DoS),

(2) Remote to Local (R2L),

(3) User to Root (U2R) and

(4) Probing (PRB).

Table I. Adjuster parameters.

Methods Adjusted parameters

Logistic regression Method: Integer (no feature selection)
Maximum iteration: 20

Splitting criterion: Gini

Minimum records in parent branch: 2%
Minimum records in child branch: 1%
Multi-layer perceptron

Stopping rule: after 15 minutes

10 iteration

10 component models

Decision tree

Artificial neural networks

Boosting
Bagging

J. Compuit. Intell. Electron. Syst. 3, 1-6, 2014
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Table I shows detailed information about the number of
all records.

It is important to mention that in this study, like some
other researches, 10% of the original dataset samples is
used to build the model to reduce the computational com-
plexity and time.*!'"** KDD Test data is also used in order
to test the proposed model.

4.1. Data Preparation

Although the KDD Cup1999 dataset presented 41 features
for each network connection, not all features are needed
in the design the system. It is critical to identify important
features of network traffic data, in order to achieve maxi-
mal performance. In this study, features are selected based
on Principal Analysis Component (PCA) which converts
a set of observations of possibly correlated variables into
linearly uncorrelated variables using covariance matrix and
eigenvector.

In this regard the software determined to extract fac-
tors whose eigenvectors are more than 1/2 from dataset.
Maximum amount of iteration of 100 was also adjusted to
achieve required convergence. Finally 6 factors extracted
from 41 variables in dataset which had a total explained
variance of 61%.

4.2. Data Preparation

In the paper, k-means algorithm is employed on 6 variables
extracted from PCA in the previous section. Since this
method does not have the ability to determine the number
of clusters, clustering phase ran with different number of

Silhouette
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cluster-1] ] | s6.81| 280648
cluster-7. | 17.59| 86895
cluster-111 | 1739 85910
cluster-14 ] | 432 21348
cluster-61] | 231 11433
cluster-8]] | 14 5433
cluster-4] | 032 1572
cluster-12] | 0.8 378
cluster-13| | 0.5 266
cluster-1 0| \ 0.02{ 88
cluster-9| | 0.01| 30
cluster-3| | 00 13
cluster-5| | 00 5
cluster-2| | 00 2
Fig. 4. Proportion of examples in each cluster.
Table II. Number of each class.
Class Quantity
Dos 391458
Normal 97235
Probe 4032
R2L 1106
U2R 52
Total 493883

clusters (3 to 15) and a clustering validity measure is cal-
culated to identify the optimal k. Many criteria have been
developed for determining cluster validity, all of which
have a common goal to find the result is a set of cluster-
ing that are as compact and well separated. In this paper
we employed silhouette index which is one of the most
popular measures for clustering Figure 1 indicate different
values of silhouette index for each k. The result is a set of
clusters that are as compact and well-separated.

The results shown in Figure 1, it can be inferred that
silhouette index achieve its optimal value when k is equal
to 14. Figure 2 shows when K is equal to 14, silhouette
index is in good interval.

Table III. Accuracy of all methods.

Malekpour et al.

By clustering examples with 14 clusters, distribution of
records in each cluster can be shown in below in Figure 3.
As depicted in Figure 1. Some clusters include fewer mem-
bers than other clusters. So in this step these clusters are
identified as outliers and have been eliminated from train-
ing data set. So five clusters each of which has less than
0.01% of examples have been eliminated from the main
dataset.

4.3. Classification

In order to classify cluster’ members, seven classifica-
tion methods have been used including tree base clas-
sifier: logistic regression, Classification and Regression
Tree (CART), artificial neural networks and two ensemble
methods: bagging and boosting which are applied to last
two mentioned base classifier to increase their prediction
accuracy. The lists of parameters which have been adjusted
for each of models are demonstrated in Table I.

While five out of fourteen clusters have been eliminated,
there were only nine clusters that form different training
subsets. Table IT shows the proportion of each of classes
in datasets after noise elimination. In this section all of
the classification methods employed on different training
subsets. Due to stopping rules, decision tree could not built
the model using some of training subsets so the result of
this method is not listed here.

Some measurements such as true positives, true nega-
tives, false positives and false negatives are often proposed
to evaluate the detection precision of IDS. In this study we
used Accuracy in order to evaluate our model. Table III
contains the total quantity of correct prediction of each
class. Accuracy of each method can be calculated using
total correctly predicted records divided by total number
of records.

According to Table III it is clear that Boosting ANN and
Bagging ANN are the most accurate methods for intrusion

Methods Normal Dos U2R R2L Probe Corrected classified Total accuracy (%)
Logistic regression 92106 376612 12 316 1930 470976 95.36
Boosting decision tree 96671 391300 26 788 3922 492707 99.76
Bagging decision tree 96798 390826 0 341 3585 491550 99.53
Artificial neural networks (ANN) 96923 391232 0 877 3842 492874 99.80
Boosting ANN 96962 391254 20 920 3926 493082 99.84
Bagging ANN 97020 391312 1 826 3933 493092 99.84

Table IV. Accuracy of all methods.

Methods Normal (%) Dos (%) U2R (%) R2L (%) Probe (%)
Logistic regression 94.73 96.21 23.08 28.57 47.87
Boosting decision tree 99.42 99.96 50.00 71.25 97.27
Bagging decision tree 99.55 99.84 0.00 30.83 88.91
Artificial neural networks (ANN) 99.68 99.94 0.00 79.29 95.29
Boosting ANN 99.72 99.95 38.46 83.18 97.37
Bagging ANN 99.78 99.96 1.92 74.68 97.54

4
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Table V. Testing the proposed model.

A Hybrid Data Mining Method for Intrusion and Fraud Detection in E-Banking Systems

Methods Normal (%) Dos (%) U2R (%) R2L (%) Probe (%) Total accuracy (%)
Logistic regression 96.33 74.89 58.97 3.12 68.87 77.81
Boosting decision tree 3.31 99.80 28.21 6.94 82.33 77.74
Bagging decision tree 98.47 99.80 25.64 1.95 78.08 97.13
Artificial neural networks (ANN) 3.16 99.87 0.00 5.24 87.21 71.77
Boosting ANN 3.22 99.74 0.00 1.57 88.77 77.62
Bagging ANN 98.22 99.65 25.64 4.64 89.31 97.3

Table VI. Comparison of results with similar studies.’*3¢

Methods Year Normal (%) Dos (%) U2R (%) R2L (%) Probe (%) Total accuracy (%)
Proposed model 98.22 99.65 25.64 4.64 89.31 97.31
Horng (hierarchical clustering + SVM) 2011 99.29 99.53 19.73 28.81 97.55 95.72

Toosi and kahani (ESC-IDS) 2007 98.2 99.5 14.1 31.5 84.1 95.3

Xuren (association rule) 2006 99.5 96.8 3.8 7.9 74.9 -
Pfahringer (KDD 99 winner) 2000 99.5 97.1 12.3 8.4 83.3 91.8

detection prediction in this study. Among all the presented
methods, artificial neural network’s base methods are more
accurate. On the other hand logistic regression is the less
accurate one.

However it should be noted that the total accuracy alone
is not a good indicator for evaluating the Strengths of
methods due to this fact that the best methods should also
correctly classified each of separate classes. The percent-
ages of correctly classified samples are given in Table IV.

In Table IV, methods with high accuracy are highlighted
in bold face. As it is demonstrated in the table, ensem-
ble methods achieve higher accuracies. The methods based
on artificial neural networks also perform better than deci-
sion tree and logistic regression. Bagging ANN is better
in predicting the majority class (Prob, Dos, Normal) while
boosting ANN is more successful in prediction of minority
classes (L2R and U2R). Low accuracy in predicting U2R
attacks is the main weakness of bagging ANN.

5. RESULTS AND DISCUSSION

In this section further investigations have been conducted
in order to analyze the validity of proposed model using
KDD cup test set. Table V contains the result of applying
different methods on the test set. This dataset include some
new attacks which do not exist in training set. In this study
according to unsupervised property of proposed model this
new attacks are removed from test set.

As shown in Table IV, bagging ANN is the best method
among all the base and ensemble methods. Boosting ANN
is also well performed in predicting individual classes.

We can compare our results with the results of exist-
ing studies in the literature. Table VI demonstrates results
of accuracy obtained from other studies in comparison to
ours which reveals that to some extent the proposed model
achieves the higher accuracy.

According to Table VI it is clear that proposed model
perform better than other researches in the prediction of

J. Compuit. Intell. Electron. Syst. 3, 1-6, 2014

Dos and U2R attacks. It can also be noted that the total
accuracy of proposed model is significantly higher among
other studies.

6. CONCLUSIONS

In this paper, we mainly investigated ensemble methods
for fraud and intrusion detection and proposed a hybrid
model using clustering and classification methods, applied
it to a real dataset.

Compared to other researches by the simulation experi-
ments, the test results indicate that the hybrid model com-
bined with ensemble methods can significantly improve
the overall accuracy and also it cause better performance
in predicting some of classes.

Several future research directions also emerge. Firstly,
other types of feature reduction of Feature Subset Selec-
tion (FSS) techniques should be applied to reduce the com-
plexity of models and increase the accuracy. In this case
FSS techniques which are based on optimizing the solu-
tion space like genetic algorithm are preferable. Secondly,
further analyses are encouraged to use other robust clas-
sification methods like support vector machines (SVM).
Thirdly, for further clarification of model performance, the
proposed model should apply on other real world data sets.
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