Part Four:

A Nontechnical Introduction to DICOM!

Steven C. Horii, MD

B INTRODUCTION
The initial goal in developing a standard for the
transmission of digital images was to enable us-
ers to retrieve images and associated informa-
tion from digital imaging equipment in a stan-
dard format that would be the same across mul-
tiple manufacturers. The first result was the
American College of Radiology (ACR)-National
Electrical Manufacturers’ Association (NEMA)
standard, which specified a point-to-point con-
nection. However, the rapid evolution of com-
puter networking and of picture archiving and
communication systems meant that this point-to-
point standard would be of limited use. Conse-
quently, a major effort was undertaken to rede-
sign the ACR-NEMA standard by taking into ac-
count existing standards for networks and
current concepts in the handling of information
on such networks. The Digital Imaging and
Communications in Medicine (DICOM) standard
was the result of this effort. Its popularity has
made discussion, if not implementation, of the
standard common whenever digital imaging sys-
tems are specified or purchased.

The DICOM standard is extremely adaptable,
a planned feature that has led to the adoption of
DICOM by other specialties that generate im-
ages (eg, pathology, endoscopy, dentistry). The
fact that many of the medical imaging equip-
ment manufacturers are global corporations has
sparked considerable international interest in
DICOM. The European standards organization,
the Comité Européen de Normalisation, uses
DICOM as the basis for the fully compatible
MEDICOM standard. In Japan, the Japanese In-
dustry Association of Radiation Apparatus and
the Medical Information Systems Development
Center have adopted the portions of DICOM
that pertain to exchange of images on remov-
able media and are considering DICOM for fu-
ture versions of the Medical Image Processing
Standard. The DICOM standard is now being

maintained and extended by an international,
multispecialty committee.

The DICOM standard has become the pre-
dominant standard for the communication of
medical images. However, even though the
standard is widely available from manufacturers
and is rapidly expanding to include nonradi-
ologic imaging, most radiologists’ understanding
of it is limited. In part, this is because DICOM
has a “steep learning curve” and most introduc-
tory material has been written either for the en-
gineer and is highly technical, or for the admin-
istrator and is rather superficial.

Why all the interest in what would seem to
be a simple task? The answer is that it is not as
simple as it first appears. Most radiologists are
familiar primarily with film images, and film can
be viewed anywhere there is a light source. It is
the transition from film images to digital images
and the need to communicate, display, and store
these images that has made DICOM necessary.
With film, slight differences in exposure, pro-
cessing, and viewing will have little effect in
these areas. In digital imaging, however, the dif-
ference of a few bytes can make it impossible to
transfer an image from one system to another.

The DICOM standard consists of multiple
documents (1); as of this writing, there are 13
published parts. Each DICOM document is iden-
tified by title and standard number, which takes
the form “PS 3.X-YYYY,” where “X" is com-
monly called the part number and “YYYY” is
the year of publication. For example, DICOM
Part 2 has a title of “Conformance” and docu-
ment number PS 3.2-1996. In informal usage,
the year is often dropped.

In this article, a basic, nontechnical introduc-
tion to DICOM is presented that will enable the
reader to understand the basic concepts and
principles used in the standard. A number of key
terms and their definitions are listed in the Ap-
pendix at the end of this article.

Abbreviations: ACR-NEMA = American College of Radiology-National Electrical Manufacturers’ Association, DICOM = Digital Imaging and
Communications in Medicine, DIMSE = DICOM message service element, E-R = entity-relationship, ISO-O81 = International Standards Organi-
zation Open Systems Interconnection, SNOMED = Systematized Nomenclature for Medicine, SOP = service-object pair, UID = unique identi-

fier. VR = value representation

Index terms: Computers ¢ Digital Imaging and Communications in Medicine (DICOM) ¢ Education
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Figure 1. Diagram illustrates a layered communication
model, the seven-layer ISO-OSI Reference Model. The top
(Application) layer is the one that interacts with the user
or the user’s software. The bottom (Physical) layer sup-
ports the medium (eg, coaxial cable, fiber-optic cable). In
between are layers that handle such tasks as encoding,
breaking large data streams into smaller packets, detecting
and correcting errors, and controlling the flow of data
over the medium. Two such stacks, one implemented in
each device, are connected at the physical layer to pro-

Application

Presentation

Session

Transport

Network

Data Link

Physical

t+———g-Physical connection

vide device-to-device communication.

2 COMMUNICATION

The essence of the DICOM standard is that it
prescribes a uniform, well-understood set of
rules for the communication of digital images.
For the purposes of this article, communica-
tion is defined as the interchange of informa-
tion. This sounds simple enough; indeed, it is
something we do every day. However, the rea-
son we are able to communicate successfully is
that we follow a well-established set of rules
that we have, for the most part, mastered from
childhood.

Electronic communication is commonly
thought of as being divisible into a set of layers
with each layer performing a defined set of
functions (2,3). This model of communication
as a set of layers is part of an international stan-
dard for communication called the Interna-
tional Standards Organization Open Systems In-
terconnection (ISO-OSI) Reference Model (Fig
1). The model may be understood from an anal-
ogy to the structure of a manufacturing com-
pany. At the highest layer of electronic commu-
nication, the system interfaces to the user’s
application (eg, a computer terminal or a per-
sonal computer running a particular program
that accesses data over a network). This layer
corresponds to the planners and decision mak-
ers in the company who determine what prod-
uct will be manufactured and shipped. At the
lowest layer of electronic communication is
the physical medium (eg, the “wire”) over
which the information will be sent and re-
ceived. This layer corresponds to the trucks
used by the shipping department. The designa-
tion of these layers as “higher” and “lower”
does not imply levels of importance; rather, it

is used because the layers are viewed as a
stack with the physical layer on the bottom
and the application layer on top.

In between the topmost layer and the physi-
cal layer are other layers that deal with matters
such as what character set will be used to rep-
resent information, how to establish the rules
for making connections over the physical me-
dium, and how to handle any errors that might
occur in the communication process. These in-
tervening layers can be thought of as different
departments in our hypothetical company,
each performing specific tasks (eg, parts selec-
tion, manufacturing, quality control, planning
shipping routes). In both the electronic com-
munication model and the company, each layer
(or department) accepts input from the layer
above (preceding department), performs a
well-defined set of functions, and provides out-
put to the layer below (succeeding depart-
ment).

The exchanges between layers or depart-
ments can go both ways, because most com-
munication (as in the exchange of goods be-
tween companies) is bidirectional. In commu-
nications terminology, the movement of infor-
mation between layers uses services that are
provided by the layer. However, communica-
tion means the exchange of information; there-
fore, there must be a corresponding set of lay-
ers in another device to which the physical
medium is connected.

Our hypothetical company manufactures
and ships its goods to another company that in-
corporates them into its products. This second
company does not ship products back to the
first company (unless they are the wrong prod-
uct or are defective) but sends back payment
for the goods it has received. Expediting de-
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partments in the two companies may handle
scheduling of shipments and may establish
rules for shipping (eg, not shipping perishable
goods over a long holiday weekend). Similarly,
communication between two electronic de-
vices uses rules, or protocols, that establish
how corresponding layers in the two devices
interact. In electronic communication, the ac-
tual movement of data between two devices
occurs only at the physical layer. However, be-
cause of the way layered communication
works, each layer can be viewed as communi-
cating with the corresponding layer in the
other device by means of the established proto-
cols. A layer adds some information to what is
going to be communicated and, using the ser-
vices of the layer, sends it down to the layer
below where a similar process may take place.
On the receiving side, the information works
its way up through the layers with each layer
removing the information it needs to perform
its functions (Fig 2). In our hypothetical com-
pany, the quality control department might add
stamps or tags to the product if it meets the
quality standards and passes it on to shipping,
where it is packaged and placed on a truck. In
the second company, the product is unpacked
and sent to the quality control (or incoming
inspection) department, where the tags or
stamps are checked and the product may un-
dergo testing to ensure it has not been dam-
aged in transit. If the product passes inspec-
tion, it is sent on for further processing, and
final acceptance triggers the accounts payable
operation. The protocols used in this process

Device "B"

down one stack, over the physical
connection, and up to the corre-
sponding layer in the other stack.

I occurs when information is moved

ensure that the shipper has placed appropriate
quality control tags on the product so that the
receiver can check them against its acceptance
documents. If protocol is violated (eg, the ship-
per does not inspect the product or leaves off
the tags), receipt of the product will fail (ie,
the receiver will refuse the shipment or may
hold it pending resolution of the problem).

One advantage of layered systems in elec-
tronic communication is that a layer may be re-
placed by a newer layer without affecting the
other layers. For example, if an alternate physi-
cal medium with a transmission speed 10 times
greater than that of the existing physical me-
dium becomes available and exactly matches
the services and protocols of the existing layer,
it may be substituted for the existing layer. If
our hypothetical company found a common
carrier that delivered freight 50% faster to the
same locations, used the same size freight con-
tainers, and provided the same insurance cov-
erage as the existing carrier, it could switch
carriers without having to modify other opera-
tions.

These collections of layers are often called
stacks or protocol stacks. The DICOM standard
makes use of a layered communications struc-
ture and, in fact, is designed to use existing
standard communications stacks rather than
define its own. One may ask, If DICOM uses
existing standards for communication, what
then does it do? Why not just use the commu-
nications standards as they exist?
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B A DICOM INTERCHANGE

What DICOM does and the importance of its
functions are best illustrated by a hypothetical
transaction between two manufacturing com-
panies (1,4).

Suppose that you, as the director of product
development, decide that you need a dozen
widgets to create a prototype product. You tell
Betty, your engineering purchasing manager, to
buy the widgets from the Acme Widget Com-
pany. Betty knows that the quickest way to get
them would be to call Acme, but she also
knows that the widget you want is popular and
may be out of stock. She picks up the tele-
phone, calls Acme, and hears the usual greet-
ing: “Hello, this is Acme Widget; how may I di-
rect your call?” Betty replies, “Please connect
me with Bob Roberts in sales.” The reception-
ist puts through Betty’s call.

What Betty has done so far is much like
what the device using DICOM does when it
asks to communicate with another device.
When she picks up the telephone, she is re-
questing that the line be opened to her. The
dial tone she hears tells her that the line is
available (no dial tone would indicate a prob-
lem with the line or that it was in use). Simi-
larly, DICOM uses services to request commu-
nication with another device over the network.
The network protocol will indicate that the
network is either busy or available. If it is avail-
able, DICOM initiates a series of actions that re-
quest what is called an association with the
other device.

By simply dialing (ie, using either a push-but-
ton or dial telephone) the desired number and
listening for an answer, you have accom-
plished a surprising amount of communication
protocol. First, you follow certain rules in dial-
ing the number. If you are calling from within
an office, it is likely that you must first dial a
number to request a line outside your local
switchboard. Then, you dial a “1” plus an area
code if the number you are calling is not in
your area code, or you leave those digits out if
the number is local. When you hear the tele-
phone on the other end ring, you know the
line is not busy. If it is busy, your “protocol”
will likely be to hang up and try again later.

When the person on the other end answers,
the first few words tell you quite a bit. The two
things of most importance to you are, first, that
the person is speaking English, and second,
that you have reached the correct number. If
you hear, “Moshi moshi, Fujiyama Denki desu,”

you might either hang up or ask if you are talk-
ing to Acme Widget. In this case, some negotia-
tion is taking place; you want to know if you
have the correct number and if the person
speaks English instead of Japanese. You are
presuming that the person will recognize your
language as English. The person’s reply will de-
termine what you ask next.

DICOM does some initial negotiating to es-
tablish the association mostly by determining
what it is the requesting device wants to do
and what the receiving device is capable of do-
ing. With DICOM, it is not the device itself, but
the software running on the device that does
much of this negotiation. DICOM refers to the
devices as application entities because it is the
application layer (the uppermost layer in the
communications stack) that initiates the com-
munication process.

Just as your initial “negotiations” determine
basic capabilities (eg, the language being used,
the identity of the other person), so the asso-
ciation establishment in DICOM involves nego-
tiating capability. The application entity re-
questing the association sends what amounts
to a list of things it wants to do. The receiving
application entity then replies with which
items on that list it can do. Subsequent ex-
changes are based on the capabilities that the
two entities have in common. An example is
the way in which digital pixel values larger
than 8 bits (1 byte) are represented. Some com-
puters represent 2-byte (16-bit) numbers with
the least significant byte (ie, the one represent-
ing the least significant digits of the number)
being stored or sent first (“little endian”).
Other computers do just the opposite (“big
endian”). If two devices using the opposite rep-
resentations exchange numeric data (eg, pixel
data), the values will be incorrectly repre-
sented unless the devices know this and can ef-
fect conversion. DICOM allows for both meth-
ods of representation, so that one matter for
negotiation is which method the devices will
use during the exchange of information.

Another difference among imaging devices
is the manner in which they represent values.
As will be discussed later, DICOM breaks the
information it needs to send into a series of
data elements. Applications may have different
ways of representing the value contained in
any given data element. DICOM has very spe-
cific definitions of the different types of repre-
sentations allowed; these are called value rep-
resentations (VR). Examples include text
strings of differing maximum lengths (a text
string is a collection of successive characters
with a starting and ending character, much like
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a sentence), binary numeric data, time and date
data, and person name data. In the earlier ACR-
NEMA standard, these VRs were defined in a
section of the standard called a data dictionary.
If you were writing software that received
ACR-NEMA information and you wanted to un-
derstand the meaning of the data elements you
were receiving, you would use the data dictio-
nary to look up the ACR-NEMA element tag
(which identifies the element) to find out what
data were in the element and how the element
was represented. With the DICOM standard,
new VR types were added, and any future addi-
tions will increase the size and complexity of
the data dictionary. This is one reason why
DICOM defines both an ACR-NEMA method
and a new method for handling the VR of a
data element. The new method defined by
DICOM includes the VR in the element, thus
avoiding any possible ambiguity. For software
designers, this method reduces the need to re-
fer to the data dictionary. The ACR-NEMA
method of defining the VR in the data dictio-
nary is called implicit VR. The new method
used in DICOM, in which the VR is included in
the data element, is called explicit VR. DICOM
allows both methods, and this is important to
know as abilities are being negotiated.

Both the VR method and the order of the
bytes are part of a set of information that is cru-
cial to successful information exchange. This
information set is called a transfer syntax and
is defined in DICOM. Which transfer syntax is
to be used for exchange of information is nego-
tiated very early in the association process.
Thus, when people familiar with DICOM speak
of “implicit VR, little endian,” they are referring
to one of the DICOM transfer syntaxes.

After Betty is connected with Bob in the
sales department at Acme, they exchange
some pleasantries and then Bob asks her what
she needs. Betty replies, “I need 15 widgets.”
Bob thinks for a second, tells her he is check-
ing inventory, then says, “Yes, I have them in
stock.” Then he adds, “You know, Betty, we
have just released the Mark II Widget. It is 10%
faster than the Mark I Widget for the same
price.” Betty asks, “What about the interface?”
Bob replies, “The Mark II is a drop-in replace-
ment for the Mark I. We will be phasing the
Mark I out as we use up inventory.” Betty says,
“Sounds good; I'll take the 15 widgets as Mark
IIs, then.”

Although these transactions seem straight-
forward, it is because the process is one that is

very familiar. If Betty did not know Bob in
sales, for example, she might simply have
asked for the sales department.

What is happening in this scenario is some-
thing that happens so many times during a typi-
cal day that we tend to ignore it unless some-
thing goes wrong. In this example, the defini-
tions of terms and the model of the way things
work are held in common by you, Betty, and
Bob at Acme. This is true in virtually all of our
communication: We work from common defi-
nitions and models, and if the terms or model
are unfamiliar, we either ask for clarification or
we run the risk of encountering problems. In
this case, you (product development manager)
asked for a dozen widgets, but Betty (engineer-
ing purchasing manager) ordered 15 of them.
Betty is working from the historical informa-
tion she has that, in your development pro-
jects, you invariably forget about the three wid-
gets that will be used up in safety compliance
testing and need to order more. Betty knows
enough about your prototype project design to
ask whether the Mark II Widget has the same
interface as the Mark I. She also knows that the
design would benefit from an increase in wid-
get speed, so she sees no reason not to switch
to the Mark II. There is an even higher level
model invoked in this scenario. Some engi-
neers would be wary of using a just-released
product for fear that it is likely to cause more
problems than a more time-tested product.
However, in this scenario, both you and Betty
know that Acme has such good quality assur-
ance that the likelihood of encountering any
problem with the Mark II Widget compared
with the Mark I is negligible.

The most important functions that DICOM
performs are to define as unambiguously as
possible the terms it uses and to define models
of image communication that are agreed on by
those who adopt the standard. At a very high
level of communication (that between users),
it is important to agree on terminology. Both
within radiology and between radiology and
other specialties, use of unambiguous terms is
vital if actions taken on the basis of the com-
munication are to be correct. A difference of
opinion about what constitutes “medial” and
“lateral,” for example, could have disastrous ef-
fects if surgery is undertaken on the basis of
the radiology report. The College of American
Pathologists has for some years been working
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Figure 3. Simple E-R model shows the relationship be-
tween a patient and the images obtained of that patient.
The entities are represented by rectangular boxes and the
relationships by diamond-shaped boxes. The small charac-
ters next to the arrows indicate that one patient may have
n studies and that one study may contain » images. The ar-
rows do not indicate data movement; rather, they are in-
cluded to avoid ambiguity or nonsensical relationships
(eg, it would make no sense to say that an image contains
a study). Only three patient attributes—name, medical
record number, and age—are shown. If the number of at-
tributes is large, they may not be included in the E-R dia-
gram.

on the Systematized Nomenclature for Medi-
cine (SNOMED). This nomenclature proposes
standard terms, also called a controlled vocabu-
lary, for anatomic structures and pathologic
conditions. The College of American Patholo-
gists is now a DICOM Standards Committee
member and is working with the committee to
develop the sections of SNOMED that will ad-
dress imaging (5). These sections are referred
to as the SNOMED-DICOM Microglossary.
DICOM has also adopted conventions from
other standards where appropriate, such as the
person name format proposed by the Health
Level 7 standards body. This format clarifies
how names are represented and is of value
when there are prefixes (eg, Dr, Fr) and suf-
fixes (eg, Jr, II; academic degrees) along with
the name. The format divides a name into com-
ponents such as “family name,” “given name,”
and “prefixes,” and each component is single
or multiple to account for unusual construc-
tions like multiple middle names or suffixes.
DICOM extends its definitions beyond
terms, measurement values, conditions, and
the like. It also defines the model of how these
things, or entities, relate to each other. For ex-
ample, how is a patient related to a study done

Patient

1 —— Name
—— Medical record number
—— age
Has
n
Study
1
Contains
n
Images

on that patient? A simple relationship in this
case is expressed by the word “has”: A patient
bas a study. In turn, the study itself contains
images. This process can be extended so that,
through careful examination of a clinical opera-
tion, a model can be built that includes all the
entities in the operation (eg, patients, studies,
images, reports) and the relationships between
them. This process is called entity-relationship
(E-R) modeling. It is important to note that the
resulting model, usually a diagram, does not de-
pict the direction in which data move (Fig 3).

Each of the entities in an E-R model has
other descriptors, or attributes. For example, a
patient might be described in terms of name,
age, sex, and medical record number, and per-
haps height and weight. All of these are at-
tributes of the patient; that is, they each carry
some identifying or descriptive information
about that particular person. DICOM defines
not only E-R models for imaging but also the at-
tributes that describe each entity. In fact, the
data elements of the ACR-NEMA standard are
the attributes used in DICOM. Figure 4 shows
the structure of a DICOM attribute.

The process of developing E-R models and
identifying the attributes that describe the enti-
ties is part of an information analysis and mod-
eling method called object-oriented analysis.
This technique has caught on rapidly in com-
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/ VR// Value

% length

VR is present in "explicit VR" syntaxes
Figure 4. Diagram illustrates a DICOM attribute (data element). The
attribute includes a tag that identifies the element and consists of two
16-bit integers. The first integer is derived from the old ACR-NEMA
group number and, for DICOM standard attributes, is always an even
number. The second integer is also based on ACR-NEMA practice. The
two numbers together form the attribute tag and are usually shown in
parentheses—for example, (0010, 0020), which happens to be a pa-
tient identification number. The second field (VR) is present only if
the negotiated syntax includes DICOM explicit VR. It describes how
the value field to follow is represented. The length field is a 16- or 32-
bit field (16 bits if VR is explicit because the VR field takes up 16 bits
itself) that gives the length of the value field that follows. In some
DICOM-defined instances, the length may not be known; in such
cases, the length field is filled with a representation that tells the sys-
tem that the length is not known by the application that generated the
attribute. The advantage of this attribute structure is that it allows for

Tag Value field

variable-length values.

puter science disciplines until now it is nearly
impossible to study in any branch of informa-
tion science without encountering object-ori-
ented methods. Part of the goal of creating E-R
models is to achieve an object-oriented result;
the entities are objects and the attributes de-
scribe them.

DICOM adopted the object-oriented ap-
proach as part of the design philosophy.
Things such as images, reports, and patients
are all objects in DICOM and are called énfor-
mation objects because their function is to
carry information. The definition of what con-
stitutes an information object in DICOM is
called an information object definition, which
is nothing more than a list of which attributes
must be present (mandatory attributes), which
are optional, and which are conditional (ie,
must be present only in some situations).
There is a subtle distinction that is important
to make when describing information objects.
The information object definition can be
thought of as a “form” with a number of
“blanks” to be filled in with information. Each
piece of information is an attribute, such as pa-
tient name or medical record number. Even if
the form is not filled in, the various blanks on
the form give the information some structure.
When the blanks are filled in, values are given
to the attributes so the form is no longer ge-

neric; it applies to a specific patient, image, or
other type of object. This filling-in process, or
assigning of values to attributes, creates what is
called an information object instance.

The ACR-NEMA Version 1 and 2 standards
did not use object-oriented analysis or design.
Instead, attributes (or elements, as they were
called) were grouped according to use. For ex-
ample, there were groups of elements that car-
ried identifying information about the patient
and others consisting of elements that de-
scribed the methods of image acquisition. Be-
cause they were developed without an E-R
model, these groups do not conform to con-
ventional object-oriented definitions. For ex-
ample, a collection of elements used in the
ACR-NEMA Version 2 standard to identify and
describe a computed tomographic (CT) image
would also contain the patient name. In an E-R
model, however, the patient name is an at-
tribute of the patient object, not of the image
object. In other words, the patient name is not
needed to describe the CT image, even though
it would be needed to identify the image. One
might also view these complex objects as con-
sisting of parts of more than one entity in an
E-R model.
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The problem for the DICOM developers (at
that time, still the ACR and the NEMA) was that
they wanted to maintain some compatibility
with the earlier versions of the standard. In ad-
dition, there were some computer scientists
who believed that objects that “broke the
rules” by containing attributes not strictly in-
herent in that object had some value. For one
thing, retrieving such complex objects from
storage would be more efficient: If the objects
were broken up into smaller ones, assembling
the smaller objects for use would mean search-
ing the storage device for all of them. Such a
task would be more time-consuming than re-
covering the complex object in a single re-
trieval. Consequently, these complex data
structures were retained in DICOM as compos-
ite objects. New objects that were defined by
the E-R models of DICOM followed object-ori-
ented design rules and did not contain at-
tributes that were not inherent in the object.
Such objects in DICOM are called normalized
objects. The image objects (eg, CT, ultrasound
[US], magnetic resonance [MR] imaging) are all
composite; the objects that are used for image
and results management are normalized.

At the hypothetical company of which you
are product development manager, an impor-
tant aspect of quality assurance is keeping
track of what parts are incorporated into your
products. That way, if a problem with your
product is discovered either in your testing
laboratories or by your customers, you can find
out what parts went into that product and de-
termine if the problem is a design flaw or a
faulty part. To facilitate this process, parts
would be assigned part numbers in your prod-
ucts. This would enable you to identify a part
that failed, but it would not help you figure out
which manufacturing lot it came from. In other
words, the part number identifier you assign
may be unique in a product line, but it would
not be unique across multiple versions of that
product. For example, the widgets that Betty
ordered might be assigned part number
2011030-001 on the basis of your design draw-
ings. However, all the products you make con-
taining that widget will reference that part
number. To identify a specific part, you need a
unique identifier (UID). If you know that
Acme assigns unique serial numbers, for ex-
ample, you might use them to uniquely identify

a particular widget in a particular product.
Only one product should contain the widget
with part number 2011030-001 and serial num-
ber 97-2003, so any subsequent follow-up with
Acme necessitated by product failure will be
made simpler.

Just as certain elements in industry are as-
signed numbers for unique identification, so
the images, reports, or other information that
are transmitted from one device to another in
medical image communication must be identi-
fied in a unique fashion. DICOM uses UIDs to
identify information objects in this way. The
form of the UID conforms to an international
standard, and, if properly applied, provides an
identifier that is unique not only within an in-
stitution but worldwide. UIDs are designed
mainly for computer software interpretation; as
a result, their form is a bit cumbersome. The
UID is used by DICOM whenever one thing is
referenced by another. For example, the trans-
fer syntaxes described earlier have UIDs so that
the different machines using them can refer to
a particular transfer syntax by its UID. As part
of the international standardization process,
the committee responsible for the DICOM stan-
dard applied for, and was granted, a numeric
field to use as part of any UID that DICOM de-
fines. This numeric field is called the organiza-
tional root; for DICOM, it is 1.2.840.10008. To
this organizational root are appended addi-
tional numeric fields. For example, the UID for
the DICOM explicit VR little endian transfer
syntax is 1.2.840.10008.1.2.1. The organiza-
tional root will differ depending on whether
the UID was assigned by a manufacturer or a
user. The periods separating the numbers
make these numeric fields look as though they
should have some particular meaning, but they
do not. A UID exists to give a unique identity to
something, not to carry information about the
thing it identifies.

B DICOM SERVICES

The information objects of DICOM are used to
communicate the various images and related
data between hardware components. How-
ever, such information alone is not sufficient to
ensure proper operation. When Betty called
Acme, she not only communicated information
about what was needed but also initiated a se-
ries of actions. Betty said she wanted to order
15 widgets. Placing that order (which would
likely involve a written purchase order after
the telephone call) would start the process of
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picking the widgets from Acme’s stock, mov-
ing them to the shipping department, and
packing and shipping them. Along the way,
there would surely be paper or electronic
forms filled out to track progress and inventory
changes. In effect, the communication in-
volved a set of services provided by various de-
partments at Acme. If the widgets were to
reach your receiving department, it would set
off a set of services provided by departments in
your company. Thus, in addition to exchanging
information (eg, “I want to order 15 widgets,”
“We have replaced the Mark I Widget with the
Mark II Widget”), the communication involved
a series of services needed to satisfy your
company’s request.

Communication of medical imaging informa-
tion is similar. In addition to communicating
with a device, you need that device to do
something (eg, workstations display informa-
tion, printers print it, archives store it). The ne-
gotiation process described earlier is a method
whereby devices declare what it is they do.
DICOM provides standardized services that are
used with the information objects. These ser-
vices are built on a set of elemental services.
Because DICOM has both composite and nor-
malized information objects, there are both
composite and normalized services. Services
are performed using a service element. In our
example, a service such as filling a customer’s
order actually consists of a number of simpler
actions or services. Your receptionist answers
calls and would direct a call to the sales depart-
ment if necessary. The salesperson writes up
the order and sends a copy to your billing de-
partment. All of these are component services
of the larger task of filling an order. Similarly,
DICOM builds its more complex services out
of a set of service elements that are called
DICOM message service elements, or DIMSEs
(pronounced dim-see). There are five DIMSEs
(called DIMSE-C) that are used for composite
information objects and six (called DIMSE-N)
that are used for normalized information ob-
jects. These DIMSEs fall into the categories of
operations (such as “store,” which would
cause data to be stored) and notifications (such
as “event report,” which would notify a device
that something had taken place). These simple
DIMSEs are used to build the services that most
of us would expect in a picture archiving and
communication system. These include services

such as “storage,” which causes information
objects to be stored, and “query-retrieve,”
which causes a storage device to be queried
and information retrieved from it. Some ser-
vices, such as “storage,” have a direct DIMSE
counterpart, in which case the DICOM storage
service would invoke the DIMSE “store” ser-
vice. Other DICOM services such as query-re-
trieve require more than one DIMSE for imple-
mentation. The DICOM query-retrieve service
makes use of the “find,” “get,” and “move”
DIMSEs.

Because of the object-oriented nature of
DICOM, services are actually referred to as ser-
vice classes. In part, this is because a given ser-
vice may be applied to a variety (or class) of in-
formation objects (eg, storage service class). It
is also important to know whether a device
provides a service (such as the disk file system
on a workstation, which would provide the
service of storing images) or uses a service
(such as a US machine that would use the stor-
age service on a workstation to store and even-
tually display images). DICOM refers to de-
scriptions of this behavior as the service role.
Devices may be service class providers, service
class users, or both. Clearly, these roles need
to be understood by the devices in a system if
that system is to communicate and operate
properly. This is also a part of the negotiation
process discussed earlier: The list of capabili-
ties includes not only which service classes are
supported but in which roles they function.

B THE ELEMENTAL UNIT OF DICOM
The information object and the service class
are the two fundamental components of
DICOM. An understanding of these compo-
nents makes it possible to comprehend, at least
at a functional level, what DICOM does and
why it is so useful. Information objects define
the core contents of medical imaging, and ser-
vice classes define what to do with those con-
tents.

The service classes and information objects
are combined to form the functional units of
DICOM. This combination is called a service-
object pair, or SOP. Since DICOM is an object-
oriented standard, the combination is actually
called a service-object pair class, or SOP class.
The SOP class is the elemental unit of DICOM,;
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everything that DICOM does when imple-
mented is based on the use of SOP classes. Fig-
ure 5 shows an analogy between constructing a
sentence and building a DICOM SOP class.

Combining a service and an information ob-
ject is straightforward. For example, DICOM
defines a series of storage SOP classes (eg, CT
image storage SOP class, MR image storage
SOP class). The CT information object defini-
tion and the storage service class are combined
to form the CT image storage SOP class; other
storage SOP classes are formed in a similar
fashion. Because the SOP classes are referred
to as a way to describe DICOM functionality,
they carry UIDs. Furthermore, once the at-
tributes in the information object and the vari-
ables of the service class are “filled in” by val-
ues representing a real patient, a particular
piece of imaging equipment, and a resulting
image, the SOP class becomes a SOP instance
and is assigned its own UID.

The process of DICOM communication in-
volves the exchange of SOP instances with use
of DICOM messages. The DICOM message is
the communication version of the SOP class; it
contains the commands that use or provide the
specified service and the data set made up of
the properly encoded information object in-
stance.

B CONFORMANCE

A major issue for any standard is determining
conformance. In many situations involving pub-
lic health and safety, conformance to standards
is required by law. For many other types of
standards, including DICOM, conformance is
voluntary. The DICOM Standards Committee
does not have any enforcement authority.
However, the DICOM standard includes a
whole section devoted to conformance. Any-
one claiming that their equipment or software
conforms to the DICOM standard must be able
to provide a conformance statement that de-
scribes exactly how that device or software
conforms to the standard. A question that is fre-
quently asked about the DICOM standard is, If
it is a standard, why is a conformance state-
ment required? Isn’t it sufficient to simply state
that equipment conforms? As has already been
explained, DICOM can support many different
types of images, transfer syntaxes, service
roles, and the like. This flexibility is needed if
DICOM is to be useful across many different
medical imaging applications, but it also means

Verb: Store ~———————=- Service (DIMSE)

Noun: CT Image = Information Object
Definition

Generic Sentence; = SOP Class
Store a CT image

Specific Sentence: s SOP Instance
Store this CT image

Figure 5. Diagram shows an analogy between
constructing a sentence and building a DICOM SOP
class. Note the distinction between a SOP class and
a SOP instance: In the latter, a specific image has
been requested.

that possibilities or options used in a particular
implementation of the standard need to be
made known. The conformance statement is a
prescribed way of doing this.

A conformance statement follows a standard
structure; use of a standard format makes com-
parison between such statements simpler. A
user or manufacturer trying to determine if two
DICOM devices will communicate to suit a par-
ticular application can compare the conform-
ance statements side by side. This process does
not guarantee that the two devices will com-
municate properly, but obvious problems,
such as one device not supporting the service
needed by the other, can be caught. The engi-
neer familiar with DICOM should be able to as-
certain the compatibility of the two applica-
tions.

The contents of the conformance statement
include (@) the implementation model of the
application; (b) the presentation contexts to be
used; (¢©) the manner in which associations are
to be handled; (4) the SOP classes to be sup-
ported; (e) the communication profiles to be
used; and (f) any extension, specialization, or
privatization to be used.

The implementation model of the applica-
tion is a simple diagram that shows how the
application is associated with both local (in the
proposed equipment) and remote (across the
DICOM interface) activities. For example, the
local activity might be the creation of a DICOM
image information object and the remote activ-
ity, the display of that object.

Presentation contexts consist of an abstract
syntax (another term for the SOP class) and the
transfer syntaxes used for that abstract syntax.
The term abstract syntax is used in part be-
cause it is defined in one of the international
standards that DICOM references. A DICOM
conformance statement lists both presentation
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contexts that an application will propose dur-
ing negotiation and those that it will accept.

The conformance statement must describe
how an activity handles associations (ie,
whether the activity initiates associations and
accepts multiple associations) for each activity
in the model. Some devices, such as the ar-
chives in a picture archiving and communica-
tion system, must support multiple associations
if performance is to be acceptable. Otherwise,
only a single activity (eg, DICOM storage)
could be handled at any given time.

The list of SOP classes supported is one of
the key aspects of the conformance statement.
This list describes which service classes and in-
formation objects will be offered and accepted
by the application. By understanding the SOP
class, the reader of the conformance statement
will be able to judge whether two conform-
ance statements are describing applications
that “match” (ie, if the presentation contexts
[and therefore the SOP classes] offered by one
application match those accepted by the
other). If not, it is very unlikely that the two ap-
plications will operate together successfully,
even if other aspects of conformance do
match.

The communication profile used simply
states which of the DICOM-supported commu-
nications stacks is used. Those available are the
point-to-point, the ISO (an implementation of
the ISO-OSI standards), and the transmission
control protocol/Internet protocol (TCP/IP)
stacks. Sections particular to the communica-
tions stack chosen are included.

The final part of a conformance statement
details any extension to or specialization or
privatization of SOP classes. Extension of an
SOP class means the addition of standard at-
tributes that are not mandatory but that the cre-
ator of the SOP class may use in a particular ap-
plication. In effect, an extended SOP class is a
superset of a standard SOP class, and most ap-
plications will not have difficulties handling it.
A specialized SOP class has mandatory or con-
ditional standard attributes added to it. A spe-
cialized SOP class may also contain private at-
tributes that the creator of the SOP class con-
siders mandatory. A private SOP class conforms
to the structure of a standard SOP class but
may contain completely private attributes. Nei-
ther specialized nor private SOP classes use the
DICOM-defined UIDs, whereas the extended
SOP class uses the UID of the standard SOP
class on which it is based. Specialized and pri-
vate SOP classes may cause problems for appli-
cations that try to interpret them unless the ap-

plications are designed to do so. The reason for
such SOP classes is to allow manufacturers and
other implementers to use the DICOM struc-
ture for their own purposes where there is no
intent or need to communicate with these SOP
classes outside their own equipment. The use
of specialized and private SOP classes was
never intended as a way to circumvent the
DICOM standard. The pharmaceutical package
insert familiar to physicians is analogous to the
conformance statement. Just as the insert gives
in standard format information such as the
chemical structure, origin and nature, indicated
uses, and adverse effects of the contents of the
package, the DICOM conformance statement
provides the engineering information about an
implementation.

Because the conformance statement enu-
merates all that DICOM applications have to do
or define, anyone wishing to gain a deeper un-
derstanding of DICOM would do well to read
the part of the standard on conformance (PS
3.2) after reading the introduction (PS 3.1).

B A DICOM WALK-THROUGH

As a way of summarizing, let us assume we
want to send a CT study from a CT scanner to a
workstation and follow how this would be ac-
complished in DICOM. You or the technologist
would interact with software on the CT scan-
ner to set up the particular study to transfer.
The scanner might ask you to specify the work-
station in addition to the study. This interaction
is at the level of the medical imaging applica-
tion, much of which takes place without
DICOM. However, the scanner may store the
study in its console in DICOM form, which
means that interactions with the scanning ap-
plication created the DICOM CT information
object instances by assigning values entered
(eg, patient name, medical record number) and
those generated by the scanner itself (eg, date,
time, institution, and scanner identification) to
the images as they were generated. Thus, ask-
ing for a particular study to be sent to a work-
station begins by requesting the name or net-
work address of the workstation.

The communication protocol (most com-
monly TCP/IP) will handle the physical con-
nection to the workstation from the CT scan-
ner. By selecting the function that will send the
study, the application software at the CT con-
sole begins assembling a series of SOP in-
stances—in this case, CT image storage SOP in-
stances. In our example, one instance will be
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created for each image to be sent. When the
location of the workstation is entered, the
DICOM software begins the communication
process by requesting an association with the
workstation. The communication network will
handle the steps preceding this by setting up
the communication channel. During the asso-
ciation, the CT scanner will provide its presen-
tation context, telling the workstation that it
supports the CT image storage SOP class as a
service class user and that this particular appli-
cation accepts only the verification service
class (designed for testing) as a service class
provider. The CT software also declares that its
transfer syntax is implicit VR little endian. The
workstation replies that it supports the CT im-
age storage SOP class as a service class pro-
vider and also as a service class user. The
workstation replies that it can use implicit VR
little endian transfer syntax. Notifications of the
acceptance of the association and capabilities
are sent back to the respective devices.

The CT software sends the request for stor-
age service along with the images to the soft-
ware that assembles the DICOM message by
putting together the necessary command and
data set elements. Next, it sends the message
down through the communication stack. The
DIMSEs needed for the storage service class
and the data set containing the image and other
data are handled by the communication stack,
where the message will usually be split up into
smaller packets to be reassembled into the
DICOM message in the communication stack
of the workstation. The communication stack
detects errors that might occur during trans-
mission and is responsible for getting the pack-
ets to the proper location.

The reassembled DICOM message is re-
ceived by the application layer in the worksta-
tion, which uses its software to store the CT
images locally. The workstation may also send
information (eg, patient name, study type, date
of examination, number of images) to other
software that will display this information in a
worklist.

This lengthy-sounding process is usually ac-
complished quite rapidly. Typical end-to-end
transmission time for CT images might range
from less than 1 second to several seconds for
each image, depending on the software and
communication hardware used. Once the asso-
ciation is established, it can be used for mul-
tiple SOP instances, unless the SOP instance
was not included in the presentation context
list at negotiation. In our preceding illustration,
however, the SOP instances containing the CT
image object instances can be sent by using the
same association once it is established.

B CONCLUSIONS

DICOM is, of necessity, a complex standard.
To make matters more difficult for those en-
countering it for the first time, it is written in
the dry language required of standards and
with a minimum of explanatory (called “infor-
mative” in the DICOM documents) informa-
tion. Nonetheless, the standard has proved to
be practical. The main purpose of this intro-
ductory article has been to demystify DICOM
to some extent. The author begs forgiveness
from those who are DICOM experts for what
must surely seem to be oversimplifications and
a glossing over of detail. However, the author
certainly does not intend for any reader to go
out and implement DICOM armed only with
the knowledge contained in this article; such
an undertaking requires an understanding of
DICOM achieved only through a thorough
study of the source documents.

For the reader whose interest or curiosity
may have been piqued by this article, the au-
thor recommends some of the excellent re-
sources available on the World Wide Web. The
following are good starting points: bttp.//
www.nema.org/ (NEMA’s home page), bttp.//
www.xray.bmec.psu.edu/ (Penn State Univer-
sity at Hershey), bttp.//dumccss.mc.duke.edu/
standards/ (Duke University), and bttp.//
www.merge.com/DICOM/ (a commercial ven-
dor but with many links to DICOM resources).

B APPENDIX

Association.—A communication connection
established between two DICOM applications
by which DICOM information is exchanged. A
device may support one or more associations
simultaneously.
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Attributes. —Items that describe some-
thing. In object-oriented analysis, part of the
process is determining what attributes of an en-
tity are needed to describe or identify it. In
DICOM, attributes are used to describe infor-
mation objects.

Composite objects. —Those objects de-
fined in DICOM that correspond to multiple en-
tities or parts of multiple entities in the E-R
model.

Data elements. —Instances (real-world
value assigned) of the descriptive attributes
that provide the characteristics of entities in
the E-R model. The term data element is used
to describe the contents of data sets.

Data set. —In DICOM, an information ob-
ject in which real-world values have been pro-
vided for all attributes, which thus become
data elements.

Entity-relationsbhip (E-R) model. —A for-
mal description of entities (eg, patients, equip-
ment, images) and how they are related from
an information organization perspective.

Explicit VR. —A method of including the
VR of an attribute in the attribute itself.

Implicit VR. —The ACR-NEMA method of
defining the VR of an attribute in the data dic-
tionary.

Information object instance. —An infor-
mation object to whose attributes real-world
values have been assigned.

Information objects. —In DICOM, objects
such as images, reports, and patients whose
function is to carry information; entities in an
E-R model whose descriptive attributes have
been listed and defined.

Layer. —A set of software or hardware that
performs specific functions needed for the
communications process.

Normalized objects. —Those objects de-
fined in DICOM that correspond to a single en-
tity in the E-R model.

Object-oriented analysis. —The process
of determining the object (or E-R) model that
describes a particular activity.

Packet. —A small (usually) portion of a
larger message that is being communicated. In
addition to the message fragment, the packet
has header information that allows it to be sent
to the correct location and to be put in correct

order should the multiple packets of a message
arrive out of sequence. The packet also usually
contains information that allows a communica-
tion system to determine if it got corrupted on

the way to its destination.

Protocol. —The set of rules that allows two
devices to communicate. In layered communi-
cations designs, peer-to-peer communication
(wherein a layer in one device communicates
with the corresponding layer in another) is de-
scribed by protocols.

Service. —A set of functions performed to
communicate between layers within a device.

Stack. —A set of layers designed to provide
communications services to applications.

Tag. —In DICOM, the numeric name of an
attribute or data element.

Transfer syntax.—In DICOM, a formal de-
scription of the manner in which the VR of
data elements is presented and their encoding
(byte order and compression type, if used) is
performed.

Unique identifier. —A specific numeric
construct used when an entity is referenced. It
can be thought of as a unique name that will al-
low the desired entity to be found, retrieved,
and distinguished from other entities.

Value representation (VR). —In DICOM,
the description of how the attribute value is
represented (eg, text, binary data, patient
name).
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