INTRODUCTION

We are drowning in data, but starving for knowledge. In recent years the amount or the volume of
information has increased significantly. Some researchers suggest that the volume of information stored
doubles every year. Disk storage per person (DSP) is a way to measure the growth in personal data.
Edelstein and Millenson (2003) estimated that the number has dramatically grown from 28MB in 1996 to
472MB in 2000.

Data mining seems to be the most promising solution for the dilemma of dealing with too much data
having very little knowledge. By using pattern recognition technologies and statistical and mathematical
techniques to sift through warehoused information, data mining helps analysts recognize significant facts,
relationships, trend, patterns, exceptions and anomalies. The use of data mining can advance a company’s
position by creating a sustainable competitive advantage. Data warehousing and mining is the science of
managing and analyzing large datasets and discovering novel patterns (Wang, 2003, 2005; Olafsson, 2006).

Data mining involves searching through databases for correlations and/or other non-random patterns.
Data mining has been used by statisticians, data analysts, the management information systems community,
and other professionals. Recognizing patterns of datain order to discover valuable information, new facts,
and relationships among variables are important in making business decisions that would best minimize
costs, maximize returns, and create operating efficiency. In accounting and auditing functions, as
companies are accumulating vast amounts of complex electronic datain different forms, the use of data
mining has been growing. Data mining allows accountants to analyze datain many different ways and
summarize relationships. Data mining analysis sorts through data and reveal s the information accountants
need.

DATA MINING ASAN AUDITING TOOL

The need for data mining in the auditing field is growing rapidly. As online systems and hi-technology
devices make accounting transactions more complicated and easier to manipulate, the use of data mining in
the auditing profession has been increasing in recent years. Since auditing involves “the accumulation and
evaluation of evidence about information to determine and report on the degree of correspondence between
the information and established criteria,” (Sirikulvadhana, 2002, p.4) independent auditors conduct audit
work to make certain that the financial statements of a company conform to the generally accepted
accounting principles (GAAP). Thisis known as attest function. Data mining allows this processto be
donein an easier manner. Auditors use computer aided audit software (CAATS) to make the process more
accurate and reliable.

There are three basic approaches to data mining: mathematical-based methods, distance-based
methods, and logic-based methods (New Y ork State Society of Certified Public Accountants, 2005). The
first approach, mathematical -based methods, uses neural networks, which are networks of nodes modeled
after aneuron or neural circuit that mimicked the human brain. These neural networks are used in the
auditing profession in many different ways, such as risk assessment, finding errors and fraud, determining
the going concern of a company, evaluating financial distress, and making bankruptcy predictions. The
next approach to data mining is distance-based method, which uses clustering to put large sets of datainto
groups and classifications based on attributes. This method is not as commonly used in auditing; it is used
more in the marketing field, but can sometimes be used for auditing. The third approach to datamining is
the logi c-based approach; this approach uses decision trees to organize data. The areas of auditing that the
logic-based method is most commonly used for are bankruptcy, bank failure, and credit risk. Data mining
approaches are used to make auditing easier by organizing and analyzing datain a more efficient and
effective way.

Continuous versus Periodical Auditing

Technology improvements have changed the way auditing is being performed in the accounting
profession. Traditional financial auditing is performed periodically; ironically, financial dataare
continuously flowing through electronic circuit. Therefore, the traditional auditing function is being
threatened by the use of information technology systems. To solve this problem, more and more auditing
firms start using continuous auditing. It is “a methodology that enables independent auditors to provide
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written assurance on a subject matter using a series of auditors’ reports issued simultaneously with, or a
short period of time after the occurrence of events underlying the subject matter” (Zhao, Yen, & Chang,
2004, p.389). Since so many transactions are being recorded electronically, without the use of paper
documentation, continuous auditing allows for “real-time assurances from an independent third party that
the information is secure, accurate, and reliable” (Ibid). Data mining is one of the tools that make
continuous auditing a possibility. Mr. Shire, the CEO of PriceWaterhouseCoopers, said that “the Internet,
stakeholders’ demands for real-time financial information, new corporate value drivers, global stock
trading, 24-hour business news, and security needs for electronically transmitted information are
fundamentally changing the way we do business. The demand for information that is on time and accurate
is forcing the accounting profession to rethink how their auditors audit their companies. Investors and other
users of financial reports are beginning to demand more timely and forward-looking information, which
will mean that continuous auditing will replace the traditional year-end report” (Ibid). As continuous
auditing starts to replace the traditional auditing, data mining will be used by auditors more and more.

Application of Data Mining in the Auditing Profession

One major area of auditing is making going concern predictions about a company. Auditors are
required by auditing standards to assess the status of a company and make a prediction asto whether it is
able to continue operating as a going concern. Determining the going concern status of a company isavery
difficult task, so auditors have been trying to come up with statistical methods to help make it easier. Inthe
article “Going concern prediction using data mining techniques,” 165 going concern companies and 165
non-going concern companies were used in a study to assess the effectiveness of data mining in
determining going concern. Decision trees, neural networks, and regression were used to test the sample.
The results found that the usefulness of data mining to determine whether a company is a going concern
was very high. The decision tree model had an accuracy rate of 95%, the regression model had an accuracy
rate of 94%, and the neural network model had an accuracy of 91%. All three models were able to predict
which companies were going concerns (Koh, 2004, p.462). Data mining is changing the way auditing is
being performed by adding information technology into audit services and providing the opportunity to
improve audit effectiveness.

FRAUD DETECTION

Detecting fraud is a constant challenge for any business. Implementation of data mining techniques
has been shown to be cost effective in many business applications related to auditing, such as fraud
detection, forensics accounting and security evaluation. Randall Wilson, director of fraud at RGL in St.
Louis, agreed that the growth in computer forensics has been nothing short of incredible, especialy in the
area of employee misappropriation. He has picked up countless cases of collusion between employees and
outside vendors, complete with fraudulent invoices. Clearly, there has been an increase in the opportunities
for fraud and, consequently, increased opportunities for catching fraud. Wilson explained that what has
happened in the business world hastriggered arise in fraudulent activities. As aresult, his company is
doing more data mining, simulation, fraud detection and prevention (Kahan, 2005).

Applications of Data Mining in Fraud Detection

Two applications of data mining that can be used to detect fraud include Outlier Analysis and
Benford’s Law Analysis. In Outlier Analysis the data which are very different from the rest of the data
(outliers) are identified. The outliers can be the result of errors or something else like fraud. Thisanalysis
identifies these deviations that are not the norm and have a higher risk of being fraudulent. Benford’s
Analysisis atechnique that allows the auditor to quickly assess datain ways that will detect potential
variances. Benford’s Law was named after Dr. Frank Benford, who was a physicist working for General
Electric in the 1930's. He discovered that, within alarge enough universe of numbers that were naturally
compiled, the first digits of the numbers would occur in alogarithmic pattern. This analysis concludes that
if numbers do not follow the Benford pattern, then something abnormal has happened with the data which
could lead to detecting fraud.

Examples
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A few examples of effective data mining are:
1. Discovery of a packaging supplier being paid over $4 million and not supplying any products to the
company,
2. Discovery that a vendor was issuing fraudulent invoices on aregular basis on a sequential basis
which indicated that the vendor only had one customer,
3. Discovery of paymentsto family members of government officials, and
4. Discovery of a senior executive issuing invoices to a fraudulent company with his home’s address.

Data Mining in the Department of Defense

The Defense Contract Audit Agency (DCAA) isresponsible for performing all contract audits for the
Department of Defense (DoD), in addition to providing accounting and financial advisory services
regarding contracts and subcontracts to all of the DoD. In recent year, DCAA’s IT group has developed
data mining software toolsto assist the auditors in analyzing contractor data. Thisis not an off the shelf
application, but rather an application developed in-house. This data mining software was developed to help
improve the efficiency and accuracy of their audit of large government contractors that use the Deltek
System 1 or GCS Premier accounting systems. These applications are MS Access based and can handle the
largest of corporate files. Thistool isamenu driven application which imports a standard set of tables and
creates standard reports in pivot table format.

In addition, the Defense Finance and Accounting Service (DFAS) utilized data mining analysis afew
years back. DFAS provides responsive, professional finance and accounting services for the DoD. Since it
isresponsible for disbursing nearly all of the DoD funds, they implemented data mining techniquesto
minimize fraud against DoD assets. They selected SPSS Inc.’s Clementine data mining software to
implement the financial service (Clementine Software, 2005). In the end, DFAS’s data mining analysis
selected payments for further investigation of fraud.

DATA MINING FOR IMPROPER PAYMENTS

Improper payments are a widespread and significant problem that is receiving increased attention by
governments, including state, federal, and foreign governments, and by private sector companies. These
payments include inadvertent errors, such as duplicate payments and miscal culations, payments for
unsupported or inadequately supported claims, payments for services not rendered, paymentsto ineligible
beneficiaries, and payments resulting from outright fraud and abuse by program participants and/or
employees. For example, in the federal government, improper payments occur in a variety of programs and
activities, including those related to contractors and contract management, health care programs, such as
Medicare and Medicaid, financial assistance benefits, such as Food Stamps and housing subsidies, and tax
refunds. The causes for improper payments are many, ranging from fraud and abuse, poor program design,
inadequate internal controls and simple mistakes and errors.

In the private sector improper payments most often present an internal problem that threatens
profitability whereasin the public sector they can trandlate into serving fewer recipients or represent
wasteful spending or a higher relative tax burden that prompts questions and criticism from the Congress,
the media, and the taxpayers. For federal programs with legidative or regulatory eligibility criteria,
improper payments indicate that agencies are spending more than necessary to meet program goals.
Conversely, for programs with fixed funds, any waste of federal funds tranglates into serving fewer
recipients or accomplishing less programmatically than could be expected.

The Office of Management and Budget (OMB) has estimated that at |east $35 billion isimproperly
spent each year. That represents approximately 10 percent of the non-defense discretionary budget
authority requested in the FY 2005 budget. The Deputy Director of OMB said recently that just whittling
away at improper or erroneous payments could save the federal government $100 billion over the next 10
years (United States General Accounting Office, 2002).

Data mining analyzes data for relationships that have not previously been discovered. Asatool in
managing improper payments, applying data mining to a data warehouse allows an organization to
efficiently query the system to identify questionable activities, such as multiple payments for an individual
invoice or to an individual recipient on a certain date. This technique allows personnel who are not
computer specialists, but who may have useful program or financial expertise, to directly access data, target
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queries, and analyze results. Queries can also be made through data mining software, which includes
prepared queries that can be used in the system on aregular basis.

The challenges of using data mining to address the problem of improper payments include establishing
adata set of known fraudulent payments, a target population of hon-fraud, and a method by which to
leverage the known fraud casesin the training of detection models. Asistypical in fraud detection, the set
of known cases was very small relative to the number of non-fraud examples. Thus, the researchers have
had to devise methods to reduce fal se alarms without drastically compromising the sensitivity of the
models.

Thefirst step isto obtain the data needed to perform the analysis. For the most part actual transactions
are used, however, for some of the transactions source documents may have to be used to recreate those
transactions. The results are a data set of fraudulent payment candidates that will be used to develop
models predicting similar transactions. The challenge for the data mining effort is to predict suspicious
payments using a very small set of known fraudulent payments relative to alarger population of non-
fraudulent payments.

The next step isto transform the data. Expertsin identifying vendor payment fraud hypothesized
dozens of potentially useful transformations of known information that might be useful indicators of fraud.
Examples of data transformations made in this step included setting flags that identify:

Payments addressed to P.O. Box or Suite

Invoices from the same vendor paid to multiple addresses

Invoices from multiple vendors paid to the same address

Invoices from the same vendor were not sequential based on date submitted

Vendor addresses matching employees’ addresses

Highest paid vendors on a comparative basis

Changes in aggregate amounts paid to vendors over time

Payments made under various approval limits

Payments of employee salaries and bonuses not in agreement with master file data or to terminated
employees.

Although a single fraud/not-fraud binary label for the output variable can be used, multiple fraudulent

payment types can be identified to comprise the different styles of payments in the known fraud data.

The third step isto analyze the relationships and patterns in the data by application software. The
different levels of analysis that are available in data mining are artificial neural networks, genetic
algorithms, decision trees, nearest neighborhood method, rule induction, and data visualization. In general,
the relationships sought are classes, clusters, associations, and sequential patterns. These relationships
allow the data to be mined according to predetermined groups, logical relationships, and associative
relationships. This allows the data to be mined according to certain criteria, i.e. when improper payments
are likely to occur or what categories of vendors are more likely to receive improper payments. Thisalso
allows for the prevention of improper payments by mining the data to anticipate patterns and trends.

©CoNoTAWDNE

Examples of GAS Software

They include Audit Command Language (ACL), Interactive Data Extraction and Analysis (IDEA),
DB2 Intelligent Miner for Data, DBMiner, Microsoft Data Analyzer, SAS Enterprise Miner, SAS Analytic
Intelligence, and SPSS. The most popular GAS package that is purchased by auditorsis Audit Command
Language (ACL) becauseit is convenient, flexible, and reliable. ACL is commonly used for data-access,
analysis and reporting. The interactive capability of ACL alows auditorsto test, investigate, and analyze
results in a short period of time. Auditors can easily download their client’s data by connecting their
laptops to the client’s system for further processing. This allows the auditor to view the client’s files, steps,
and results at any time. Similar to other GAS software, ACL is not able to deal with complex data. ACL
does have an Open Data Base Connectivity (ODBC) to reduce this problem, however somefiles are still
toointricate. Asaresult, auditorsface control and security problems.

Although GAS iswidely used by auditors today, data mining can present to these users more extensive
conclusions. Data mining software offers auditors automated capabilities to discover useful information.
The software has the ability to handle complex problems that are limited by the human brain. Data mining
is scalable and can handle an unlimited amount of data in the data warehouse or any size problem. Data
mining can uncover interesting information hidden in the accounting transactions that when performing
normal work, auditors may not come across. It can be used even when the auditors do not know what they
are looking for.
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Types of Data Mining Software

There are several data mining software packages that auditors can use. The software can be classified
according to their level of sophistication that range from low-end to high-end data mining tools. The more
sophisticated data mining tools handle complex tasks by using multiple methods and algorithms including
wizards and editors for data preparation and can incorporate scalability and automation. Low-end data
mining tools are not difficult to use and provide the capability to query, summarize, classify, and categorize
data. The software is not sophisticated enough to recognize patterns.

High-end data mining software include CART, WizSoft, Clementine, Enterprise Minder, and Oracle
Darwin. Thesetools are used in complex cases with an enterprise-scal e database management system such
as Oracle or DB2. Oracle Darwinis mostly used for activity-based costing, cost-benefit analysis, and credit
analysis, while Enterprise Minder and Clementine are primarily used by marketing companies for trend
analysis, customer retention, and product/market analysis. Despite being used by marketing companies,
Clementineis used by auditors for fraud detection and credit scoring. Although Clementine is acomplex
data mining toal, it has a visual programming interface that simplifies the data mining process.

CART, which stands for Classification and Regression Trees, is used by auditors to assess the financial
risk of abusiness entity. Auditorsuse CART to find hidden patterns in datato develop decision trees that
can be used to predict the entity’s financial risk. Based on these results, auditors can predict the likelihood
that a business will fail, as well asthe overall business risk of trading partners, corporate affiliates,
investment partners, and takeover targets.

WizSoft is software based on mathematical algorithms and is used for both data mining and data
auditing. It features six products. WizWhy, WizRule, WizSame, WizDoc for Office, WizDoc for Web, and
WizCount for Reconciliation. WizWhy is another data mining tool that is used for fraud detection. The
software learns patterns of previous cases of fraud to detect new fraud incidents. WizRule is an auditing
and cleansing application that reveals the rules in the data and automatically indicates auditing rules that
are being broken. WizSame reveals records that are duplicated such as duplicate payments, two customer
names that differ by one letter or two addresses that are synonymous. “WizCount bank and account
reconciliation reveals all the matching transactions, thus leaving out the non-reconciled records. WizCount
makes use of several sophisticated mathematical algorithms that quickly cover the enormous number of
one-to-one, one-to-many and many-to-many matching possibilities, and reveal the right ones” (wizSoft,
2005).

Microsoft Excel is an example of low-end data mining software that is used with database systems to
build assessments. It isused for avariety of audit applications, including tests of online transactions,
sampling, internal control evaluation, and specialized fraud procedures. Specia software add-ins, such as
risk and sensitivity analyzers, can be used to make accounting management easier. Also, PivotTables can
be created in Excel to summarize large amounts of data.

Using any of these data mining packages can assist auditors with intricate transactionsin large
volumes. As transactions are made, recorded and stored electronically, all of the tools are capable of
capturing, analyzing, presenting and reporting the data. Manipulating complicated data through data
mining gives auditors the opportunity to analyze information that is beyond their human capabilities. Asa
result, the auditing market presents tremendous opportunity for an explosive growth of data mining
integration.

Guidelinesfor Using Data Mining

Auditors who use data mining as atool for creating competitive business intelligence should follow
several important guidelines to successfully use the software. The auditor should always start with a goal
that will provide a solution to the business problem. Second, it isimportant that the datais in the proper
format for datamining. Preparing the data is atime-consuming task and a very necessary activity because
many times the data received from the data warehouse or data mart are in the wrong format for data
mining. Next, alearning sample should be created to use directly in building the model and atesting
sample should be developed to evaluate the model for data mining. Fourth, it isimportant for the
accountant to have some basic knowledge of the model-building process. Model building “is a computer-
intensive activity that requires both an understanding of the business problem and the data mining
methodology for building the model” (Calderon, Cheh, & Kim, 2005, p.13). Novice auditors should begin
by using low-end tools that provide easy-to-use assistance such as add on tools in spreadsheet programs,
e.g., Excel, and tools that used highly intuitive graphical use of interfaces. Techniquesthat are easy to
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interpret should be used, such as clustering, regression models, and decision trees. Finaly, after building
the data mining model, auditors should evaluate and validate it to assess the likelihood that it will work by
using the testing sample. The effectiveness of different techniques should be compared to find the one that
produces the most accurate results.

CONCLUSION

Data mining is growing in the accounting field more and more each day. As technology continues to
increase, the use of data mining will continue to better the accounting profession. As Koh (2004) asserted,.
“The American Institute of Certified Public Accountants (AICPA) has identified data mining as one of the
top ten technol ogies for tomorrow, and the Institute of Internal Auditors has listed data mining as one of the
four research priorities” (p. 47). Datamining is used in all areas of accounting, such as auditing, fraud
detection, and improper payments. Whether it is through neural networks, genetic algorithms, decision
trees, nearest neighborhood method, rule induction, or data visualization, data mining organizes the datain
such away that it makes the task easier for accountants to use when auditing or looking for manipulation.
There are many types of data mining software that auditors can use to make their jobs more efficient. As
data mining continues to grow, people will see it being used more and more in the accounting profession.
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