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Abstract— This paper reviews node failure detection method
in ZigBee loop network. ZigBee network was popularly used for
low power and low cost implementation of wireless data
transmission. Node failure detection is needed in order to
maintain the network reliability. Common node failure detection
methods are based on ZigBee mesh networking capability. But in
many application areas which have simple loop topology, ZigBee
will not get much benefit from its mesh networking capability.
We propose a multicast ping with dual hop grouping for failure
detection and protection in ZigBee loop network, in order to give
simple node management, efficient processing resource, and
uniform firmware implementation. This method has been
simulated in Network Simulator (NS2) tools. The result has
validated that dual hop multicast ping method can be used in
ZigBee loop network for accurate node failure detection. The
simulation shows that the implementation of method also
increases average end-to-end delay from 0.06 second to 0.08
second as trade off to network performance.

Keywords— ZigBee, node failure detection, multicast ping,
networks simulator.

I. INTRODUCTION

Nowadays, wireless networking using ZigBee technology is
popularly used to meet certain communication requirements,
i.e. low power, low cost implementation, and scalable. It is
built on IEEE 802.15.4 standard for Wireless Personal Area
Network (WPAN). As the standard designed for low data rate
and low cost implementation, IEEE 802.15.4 is widely
employed in the construction of wireless sensor networks to
assist with real-time environment information [1],[2].

For reliable communication in ZigBee network, some node
failure detection and protection methods have been made.
Common node failure detection methods in ZigBee network
are based on its mesh networking capability [3],[4],[5],[6].

There are many communication applications which have
simple loop topology, with equal distance between nodes.
Examples of this type of topology are roadway lighting
communication network, bus trip communication network, and
train communication network. ZigBee implementation in a
simple loop topology will not get much benefit from ZigBee
mesh networking capability. A new method for node failure
detection can be formulated to have more advantages in this
type of topology.

The remainder of this paper is organized as follows:
Section II gives an overview of ZigBee network, including the
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standard, multihop communication, and some node failure
detection methods. Section III explains dual hop multicast ping
method, which is proposed for simple ZigBee loop network.
The method validation and simulation results are shown in
Section I'V. Our conclusion is drawn in section V.

II. ZIGBEE NETWORK

A. ZigBee Standard

The ZigBee standard formulation was started at 2002, when
25 companies from ZigBee Alliance create wireless
communication standard for electronic products. The
technology operates on the same 2.4 GHz ISM band as Wi-Fi,
Bluetooth and WiMAX. The IEEE 802.15.4 standard for Low
Rate Wireless Personal Area Networks (LR- WPAN) is chosen
as physical and datalink layer for ZigBee [1].

ZigBee is designed for low power wireless communication.
The 802.15.4 standard makes ZigBee work with low duty
cycle. Transceiver can be in sleep condition up to 99% of time.
Sending and receiving data can be set to use very low energy
consumption.

ZigBee can connect up to 64,000 nodes in one network.
The range of its radio can cover 300m. But its maximum data
rate is only 250 Kbps. It is suitable periodic or intermittent data
communication. ZigBee also supports security protocol based
on 128 bits AES.

Low latency applications can use ZigBee Guaranteed Time
Slot (GTS) so that it can have specific time duration in a
superframe to deliver application data, such as for controlling
and reporting activity.

B. ZigBee Multihop Communication

ZigBee forms multihop wireless communication network.
In multihop wireless networks, communication between two
end nodes is carried out through a number of intermediate
nodes whose function is to relay information from one point to
another.

The ZigBee standard classifies the devices of a LR-WPAN
in two categories, full-function devices (FFDs) and reduced
function devices (RFDs). Only FFDs which have advanced
capabilities  like  forwarding packets in  multihop
communications and providing node’s synchronization. RFDs
can communicate with FFD only [2].



To build a network, one node has function as PAN
Coordinator, and the others as routers or end devices. The
IEEE 802.15.4 layer always includes a unique PAN
Coordinator, which is a FFD that responsible for initializing
and managing the network. Other components with specific
roles are routers (only FFDs) and end devices (FFDs or RFDs).
AdHoc On Demand Distance Vector (AODV) is used as the
default routing protocol.

C. Node Failure Detection Method

A ZigBee node in a network can become faulty due to
various reasons such as battery failure, environmental effects,
hardware or software malfunctions. PAN Coordinator needs to
know the status of each node. If there are one or more nodes
down or failure to transmit data, the coordinator can inform the
user about this condition. Further corrective maintenance by
user can be held to solve the failure nodes as soon as possible.

Some researches on communication mechanism in ZigBee
have been conducted. A backup transmission path that supports
the concept of redundancy mechanism can improve the
stability and reliability of data transmission in ZigBee network,
by applying the inter-PAN concept and algorithm. ZigBee
network may reorganize and expand as a new networking
architecture, to achieve the fault detection and reconfiguration
mechanism. This network will search the failure node and
execute the re-link action to reorganize the sensor network to
maintain reliability of data transmission [3].

A fault management method also has been proposed. The
network is partitioned into a virtual grid of cells to support
scalability and perform fault detection and recovery locally
with minimum energy consumption. A cell manager and a
gateway node are chosen in each cell to perform management
tasks. Cell manager and gateway nodes coordinate with each
other to detect faults with minimum energy consumption [4].

Other fault detection method is self-clustering nodes
method. It clusters nodes into several sets by the similarity of
nodes measurements using self-clustering algorithm. Faulty
sensor nodes can be identified by comparing the neighbor
nodes [5].

Another fault detection method is based on round trip delay
(RTD). This method uses a group of two or three nodes. Every
node calculates RTD time and compares with certain threshold
time to detect failed or malfunctioning sensor node [6].

The all above methods are designed based on the mesh
networking capability of ZigBee. Each method offers to use
traffic more efficient in failure detection method, compared
than if each node reports to coordinator individually. However,
there are more complex processing in nodes because the need
of timers and complex algorithm implementation. Clustering
and grouping also creates a more complex node management,
especially if user wants to add or replace one or more nodes.

ZigBee implementation in simple loop topology will not
get much benefit from ZigBee mesh networking capability. A
new method for node failure detection can be formulated to
give more advantages in this type of topology.
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III. DUAL HOP MULTICAST PING

A proposed method for node failure detection is designed

for simple loop ZigBee network. There are many

communication applications which have simple loop topology,
with equal distance between nodes. Some examples of this type
of topology are roadway lighting communication network, bus
and

trip communication network, train communication

network.

Fig. 1. Example of a simple loop network

A loop network topology can have benefit of AODV
routing of ZigBee to get bidirectional transmission possibility,
as shown in Figure 2. But if there are 2 nodes fail in different
direction of sender to receiver, failure detection reporting

cannot be done, as shown in Figure 3.
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Fig. 2. Bidirectional routing
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Fig. 3. Routing failure

A. Dual Two-Hop Coverage

Usually, a ZigBee transceiver only covers one-hop
coverage in one linear direction. Two hops coverage in each
direction will form dual two-hop coverage, as shown in Figure
4. The configuration gives better failure protection for



communication and more advantages in failure reporting as
shown in Figure 5.

Fig. 4. Dual two-hop configuration

As shown in Figure 4, dual two-hop configuration makes
possible node 4 to transmit via node 2, 3, 5, and 6. Figure 5
shows when node 2 fails, node 1 still can report to node 4 via
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Fig. 5. Failure protection

The cost to enable this configuration is higher transmit
power. To have two-hop coverage, each ZigBee device should
increase it’s transmit power, but this is not happen in all time
because usually most of ZigBee device time is in sleep mode.

In loop network, this dual two-hops configuration will
make communication still running when one or more
nonconsecutive nodes fail, or even when two consecutive
nodes fail as long as in one direction from sender to receiver.
Still, if there are two or more consecutive nodes fail and
happen in both directions, communication and failure reporting
will fail, but the possibility to happen is very low. Therefore,
more than two-hop coverage will be not necessary, because this
will draw more energy.

B. Multicast Ping

The proposed method is based on multicast ping among the
nodes [7],[8],[9],[10]. Multicast is group communication where
information is addressed to a group of destination nodes
simultaneously. Each node is grouped which is based on two-
hop coverage to send and receive ping packets. Every node will
send the multicast ping at a certain time interval. When the
reply messages are received, the node will calculate how many
it gets the reply messages.

In normal condition with two-hop coverage, the node gets
four reply messages, two from left and two from right of the
node position, as shown in Figure 6. If the reply messages are
less than four messages, this will confirm that one or more
nodes are down. For instance, if the reply messages are just
three, there is one node that is possibly failed. If one node is
fail, there must be four surrounding nodes that only get three
reply messages, as shown in Figure 7. The surrounding nodes
will send this report to the coordinator, and then the
coordinator device can analyze the failure node position.
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Fig. 7. Ping reply in failure condition

This Dual Hop Multicast Ping method is suitable for failure
detection in simple loop network. It has simpler processing
workload in nodes because it does not need timer or complex
algorithm. The device also does not need to analyze the ID of
replying nodes.

In the implementation, the user can use uniform firmware
for most ZigBee devices because failure detection method only
counts number of ping reply and send report to coordinator
when reply messages is less than four. In addition, the user has
more simple management approach if he wants to add new or
replace a ZigBee device, because it does not need to memorize
information of each node’s neighboring configuration for
failure detection activity.

IV. SIMULATION AND ANALYSIS

To simulate the Dual Hop Multicast Ping method, we use
the open source Network Simulator (NS2) tools. The topology
is based on the loop of roadway lighting network in campus of
University of Indonesia. Figure 8 shows the map with the red
nodes are roadway lightings that are equipped with ZigBee
devices. Figure 9 shows the topology of the network that is
simulated in NS2.
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Fig. 8. Topology of roadway lighting network in University of Indonesia
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Fig. 9. Topology of simulated ZigBee loop network

In simulation, three rounds of multicast ping request are
applied to anticipate the network congestion and multicast
packet loss when all nodes do the request and reply activity in
short period of time for failure detection. Multicast packet loss
can happen because of collisions among nodes on the same
channel. Table I shows the parameters used in NS2 Simulation.

TABLE L THE NS2 PARAMETER SIMULATION
Parameters Selected Parameters Value
Number of Nodes 40
Simulation Area 1500x1500 m?
Channel type Wireless Channel
Radio propagation TwoRayGround

IEEE 802.15.4
IEEE 802.15.4

Physical protocol
Mac protocol

Antenna OmniAntenna
Routing method ZigBee Routing AODV
Traffic CBR

The simulation counted the average number of ping reply to
each node in normal and failure conditions. Figure 10 shows
the graph for average number of ping reply that was received
by each node, in normal condition. If two neighbors in left and
right of node reply to ping request, each node will get four ping
replies. The simulation shows that at least in one of the three
rounds, each node would get four ping replies, while in other
rounds it would get minimum three ping replies.
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Fig. 10. Average number of ping reply in normal condition

Figure 11 shows the graph for average number of ping
reply that was received by each node, when node 10 failed. The
simulation shows that, the two neighbors in left and right of the
node would get maximum three ping replies.
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Fig. 11. Average number of ping reply when node 10 is down

Figure 12 shows the graph for average number of ping
reply that was received by each node, when node 10 and 30 are
down. The simulation also shows that, the two neighbors in left
and right of node 10 and 30 would get maximum three ping
replies.
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Fig. 12. Average number of ping reply when node 10 and node 30 are down

From the simulation result, the average number of ping
reply which is less than or equal to three can become threshold
of each node to report to coordinator, to indicate there is at
least one neighbor node in failure condition. The combination
of reports from some neighboring nodes will help the
coordinator analyze the node failure position.

The method needs to do multicast ping request and reply in
every certain period of time to always observe the network
condition for node failure. This activity will generate additional
traffic to network. The simulation result was also observed to
calculate average end-to-end delay of the network, with and
without the failure detection, as QoS measurement in effect of
the dual hop multicast ping method implementation, as also
investigated in [11],[12].

Table II shows the comparison result. For 40 nodes, the
implementation of the failure detection method increased the
average end-to-end delay from 0.06 second to 0.08 second. The
increasing of end-to-end delay becomes trade off to network
performance in implementing this dual hop multicast ping
method. For many ZigBee network applications, this
milliseconds increase is acceptable, because ZigBee network is
usually chosen for transmission of low rate and intermittent
data.

TABLE II. END-TO-END DELAY COMPARISON FOR 40 NODES

Parameter Without The With The Failure
Failure Detection Detection

End-to-end delay 0.06 s 0.08 s




V. CONCLUSION

This paper has proposed Dual Hop Multicast Ping method
for node failure detection in ZigBee loop network. This method
has been simulated in Network Simulator (NS2) tools. The
result has validated that dual hop multicast ping method can be
used in ZigBee loop network for accurate node failure
detection.

The simulation shows that the implementation of method
increases average end-to-end delay average end-to-end delay
from 0.06 second to 0.08 second for 40 nodes, as trade off to
network performance.
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